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The complete platform for O
API Security. o
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How?



83% of all web
@ ' / requests are

API calls.

@ FireTail



Dishes

Search for meals

All categories v Everywhere v
i

4 Caprese Salad

#23/1544 in SOHO.

Margherita

#34/1544 In SOHO

Rapini

Seafood Linguine
#126/1544 in SOHO
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API Security
Urgent & Critical




Approaching
— 1 trillion
ko endpoints.

o p—

@ FireTail



APIs are now
a leading 0"
threat O

vector.
@ FireTail



Traditional :
security
doesn't work.

@ FireTail



Breaches look like normal requests.

| Third party API |

)
Consumer GW/Proxy

Request }

~

Fetch Data /
Modify Data /
Internet Execute Function
Response II
1. BOLA. 6. Unrestricted Process Access.
2. Broken AuthN. 7. SSRF.
3. BOPLA. 8. Misconfiguration.
4. Unrestricted Resource Consumption. 9. Improper Inventory Management.
5. BFLA. 10. Unsafe consumption of APlIs.

D FireTail



Breach Events by Primary Attack Vector.

7.0% / :
Conﬁgu‘r,ation ‘\

4.7%

Injection

4.7%

Governance 44.2%

2 3(%, Authentication

Enumeration

2.3%

Brute force

34.9%

Authorization
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It's time
( ' / for a new

approach.

@ FireTail



Bridging the

gap between

@ application &
security teams.




Open source
code library

@ SaaS cloud
platform

@ FireTail



End-to-End API Security.

Discovery.

Finding APIs not running FireTail
library via network traffic, code
repos & cloud APIs

Policy.

APIs analyzed for configuration
settings & security policy. API
security posture management.

Visibility.

Get a complete view of your entire

API landscape across your IT
fleet.

Enforcement.

Authentication, authorization,

validation and sanitization directly

in your code.

Observability.

Commercial version sends
configuration and success /
failure events to cloud backend.

Audit.

Full & centralized audit trail of all
APIs with FireTail library. Search
& alert capabilities.



Overview. @
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@ FireTqu Dashboard Applications APls Posture Management Integrations Alerting @ Docs O Organisation: firetail v

Integrations

Create integration Existing integrations

Discovery Code Libraries Notification Logging

AWS API Inventory Scanning AZURE API Inventory Scanning Firetail Python Library Slack Webhook
This integration allows you to scan for API This integration allows you to scan for API Get started with setting up the Python Set up a Slack notification
resources to populate them into FireTails resources in Azure Cloud to populate them library.
Saas platform into FireTails SaaSs platform
2 A A - slack
Lambda Function Jira Issue HTTP Webhook (HMAC Signed) Set up Firetail API Gateway logging in
Set up a Lambda integration Set up a Jira integration Set up an HTTP notification an AWS Region with AWS Lambda

This integration sets up logging resources in
an AWS account region

A © 2 -
Set up Firetail API Gateway logging in Firetail Go Library Firetail Node.js Library Firetail Ruby Library
an AWS Region with Kinesis Get started with the Go library Get started with the Node.js library Get started with the Ruby Library

This integration sets up logging resources in =
an AWS account region Vg



@ FireTuiI Dashboard Applications APls Posture Management Integrations Alerting @ Docs O Organisation: firetail v
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@ Fi reTu il Features Blog Podcast  Open Source

Rule Severity: High

Ensure that security credentials are excluded from paths and query parameters.

This rule applies at the API Specification level (ODAS/Swagger)

URL parameters should not include sensitive information such as API keys, passwords, or secrets.

1. How to Identify with Example Scenario

Find the text in bold to identify issues such as these in API specifications

paths:
/mypath/{id}/: # arbitrary path name
get:
description: 'get’
parameters:

- name: client_secret

in: query

required: true
- name: token




(W)

Collections
> Demo Collection

v VAmPI
£7 Creates and populates the dat
GET VAMPI home
>  OET Retrieves user by username
GET Retrieves all users
GET Retrieves all details for all user
GET Retrieves all books

v POST Register new user *

Register new admin user (ex.

v POST Login to VAmPI
Login to VAMPI (wrong pass
Login to VAmPI (wrong user
POST Add new book
GET Retrieves book by title along w.
> Update users email
> Update users password

Deletes user by username (Onl

Retrieves all users

GET Jusers/v1

Params

aran

Body

Pretty

@ save

Checks, validates and enforces
against API calls that lack proper

authentication and authorization!

Send




Requests

+ Add filter group

Logs

Status

200
+ >00
+ 200
+ 400

=

Method

POST

Date Created

a few seconds ago

a few seconds ago

6 minutes ago

7 minutes ago

4 days ago

4 days ago

Source

8

Domain

192

192

192

192

168.0.15:5009

168.0.15:5009

168.0.15:5009

168.0.15:5009

168.0.15:5009

168.0.15:5009

Path

Jusers/v1

/createdb

/createdb

/users/v1/register

/users/v1/register

/users/v1/register

Tags

Bot detected Request made from an in address

User agent is not a standard browser

Bot detected Request made from an in

Missing referrer | | Use

+2 tags

Bot detected Request made from an internal IP address

ng referrer User agent

+2 tags

Bad request Bad authentication request Bot detected

Request made from an

+4 tags

Bad req Bad authentication request Bot detected
Request made from an internal IP address

+4 tags
Bot detected Request made from an internal IP address
Missing referrer User agent is not a standa

+3 tags

Action

View details >

View details >

View details >

View details >

View details >

View details }‘ = ;E“



Come talk to us!

Startup City Area. Stand S51

- Talk to us about the connection
between identity and APIs!

- Get a demo.

- Ask us anything.

@ FireTail



Thanks @




